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INVESTIGATING AND PROSECUTING NATIONAL SECURITY CASES 

Spring 2023 

Law 419-001 

Professors Carter Burwell and Dennis M. Fitzpatrick 

Syllabus 

Overview and Learning Outcomes: 

This seminar focuses on the law and policies underlying the investigation and prosecution 
of national security cases.  Each class is divided into two parts.  In the first part of each class, we 
will discuss the assigned reading from the two primary books assigned for this class:  1) 9-11 
Commission Report, and 2) We Want to Negotiate: The Secret World of Kidnapping, Hostages 
and Ransom.  The 9-11 Report is a comprehensive review of the single greatest terrorist attack in 
American history.  The Hostages book is a concise narrative outlining the complex legal, 
political (domestic and geo-political), and moral issues of a current aggressive tactic used by 
terrorist organizations and governments to further their terrorist or political goals.  Week by 
week, we will work our way through the 9-11 Commission Report and its analysis and 
discussion of the events that led to 9/11 and, more importantly, how the nation has changed (and 
continues to change) in its aftermath.  Beginning with class two, and continuing through class 
nine, we will also discuss a chapter of the Hostages book.   

In the second part of each class, we will consider specific issues associated with the 
investigation and prosecution of national security cases by the Department of Justice.  Here we 
will rely on a variety of materials, including cases, legal briefs, speeches, and articles.  Topics in 
this section will focus on the eternal and enduring clash between liberty and security and include:  
the role of lawyers in the Intelligence Community; the role of the Department of Justice in 
national security; the role of the Constitution and the Bill of Rights, the Foreign Intelligence 
Surveillance Act; military and civilian prosecutions of terrorists; the challenges of classified 
information; and the separation of powers.   

Learning Outcomes:  

By the end of this course, students will be able to: (1) demonstrate knowledge about the practice 
and principles of national security law; (2) demonstrate the ability to discuss these subjects 
publicly with their peers and professors; (3) develop their own ideas in a 20-page paper. 

Class Schedule:  Mondays from 6:05 p.m. to 8:05 p.m. 

Contact Information and Availability:  Professor Burwell can be best reached via email at 
carterburwell@hotmail.com.  Professor Fitzpatrick can be reached via email at 
dennis.fitzpatrick07@gmail.com.  Feel free to contact us with any questions or concerns, or to 
request a meeting, but please remember that we (like many of you) have a full-time jobs and 
therefore we may not always be able to get back to you immediately.  We will not have office 
hours, but I am happy to meet with you after class. 
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Required Court Materials:  1) The Final Report on the National Commission on Terrorist 
Attacks Upon the United States (the “9-11 Commission Report”) and We Want to Negotiate: The 
Secret World of Kidnapping, Hostages and Ransom.  Hard copies of the 9-11 Commission 
Report are available, and a complete version is available online.  The Hostages book remains in 
publication and can be purchased.  Other materials are outlined below for each class.  Most of 
this information is also available online.   

Classroom Participation and Attendance:  Classroom participation is part of the course 
requirements and will comprise approximately 25% of your final grade.  As the seminar tries to 
address complicated and controversial legal issues associated with the investigation and 
prosecution of national security cases, a free-flowing discussion of divergent views necessarily 
enriches the learning experience.  Class participation is beneficial to everyone and helps 
everyone to “think like a lawyer.”  Everyone should develop the habit of applying facts to the 
law and legal principles, arriving at plausible analyses, and discussing those ideas with others.  
For those inclined towards policy development, students should understand that every policy 
choice creates consequences.  Understanding how to reconcile the policy choices with the 
consequences, and “thinking like a lawyer,” are skills you will develop in your career. 

To help encourage class participation and to help you to develop your own skills as a lawyer, 
each class we will assign one or two students to help lead the discussion during that class 
regarding the relevant chapter from the 9-11 Commission Report and the Hostages book.  
We encourage the assigned student or students to prepare written “talking points” to help to 
facilitate the discussion during the first 15 minutes of class.  The assigned student or students 
should also be prepared to participate in the discussion of the other materials. 

In addition, at the end of the course, each student will also be required to give a 5-10 minute 
oral presentation on their final paper.  Again, I recommend that you prepare written “talking 
points” to help guide your discussion of your paper. 

Class attendance is obviously important and will be monitored.  If you fail to attend class without 
sufficient explanation, your final grade will be impacted. 

Final Paper:  The remaining portion of your grade in this class will be based on a final paper of 
no less than 20 pages on a subject of your choice and approved by your professor.  By early 
April, students should be prepared to briefly (1-2 minutes) state a proposed paper topic in the 
class.  As noted above, the final class will be dedicated to a short student presentations of the 
papers.  Final papers are due on Friday, May 6.  Papers must be double-spaced, in 12-point 
Times New Roman font, with one-inch margins, and with page numbers.  Citations should be in 
footnotes.  Please provide both a PDF version and a Word processing version of your paper.  The 
electronic copy makes it easier to check for plagiarism. 

Do not plagiarize.  Plagiarism is the appropriation of the words, ideas, or thoughts of another and 
representation of them as one’s own original work.  You must cite your sources not just when 
you quote them directly, but also when you paraphrase them or use their ideas.  In some sections 
of your paper, this may require a citation for each sentence.  If you plagiarize, you will fail and 
be disciplined. 
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A good paper will do more than simply describe or summarize the cases and articles concerning 
a certain area of the law.  It will not just explain the two sides of an issue and conclude that you 
agree with one side of the reasons it expressed in its arguments.  A good paper will contribute 
something new:  a unique, creative theme or idea that will drive your paper.  A good paper will 
also reflect first-rate editing (i.e., style, structure, organization, grammar, spelling, etc.) and 
citation technique and format, such as you would use in submitting a document to a court or to 
your employer. 

Internet, Phone and Recording Policies:  Please only use the internet for class purposes during 
class and turn your phone to “silent.”  Recording of the class in any way is prohibited. 

Guest Lecturers:  We intend to invite a significant number of colleagues from different parts of 
the Intelligence Community to join us during the course.  These guest lecturers will have “real 
world” experience related to the assigned topics and will help to provide additional perspectives 
on the investigation and prosecution of national security cases.  In the past, guests have included 
current and former senior government officials. 

* * * * * * * * * * * * *  

Class Assignments 

 

1. 1/23/23:  Introduction:  September 11, 2001 

• 9-11 Report Chapter 1:  We Have Some Planes 

• Fatwah issued by Usama Bin Laden on February 23, 1998. 

• Mike Mukasey, The Political Pendulum, Speech at Boston College, 2008 

 

2. 1/30/23:  National Security and the Law 

• 9-11 Report Chapter 2:  The Foundation of the New Terrorism 
• Hostages: Introduction. 
• David Kris, Law Enforcement as a Counterterrorism Tool, Brookings Institute, 2010 
• Terrorism Crimes:  18 U.S.C. §§ 2331, 2332, 2332a, 2332b, 2332f, 2339A, 2339B 
• Indictment: U.S. v. Alexanda Kotey and Elshafee Elsheikh, 1:20-CR-239 (EDVA Judge 

Ellis filed October 6, 2020).  
 

3. 2/6/23:  Clash of Absolutes -- Safety & Security v. Privacy & Liberty 

• 9-11 Report Chapter 3:  Counter-Terrorism Evolves 

• Hostages: Chapter One – The Hostage Advocate. 

• U.S. v. United States District Court, 407 U.S. 297 (1972) (the “Keith Case 
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4. 2/13/23 :  FISA, Section 702, and CIPA 

• 9-11 Report Chapter 4:  Responses to Al Qaeda’s Initial Assaults 

• Hostages: Chapter Two – The General 

• United States v. Muhtorov, (10th Cir. December 8, 2021) 

• Executive Summary of OIG Report on Carter Page FISA Application and Other Aspects 
of the FBI’s Crossfire Hurricane Investigation  

 

5. 2/20/23:  Law Enforcement as a National Security Tool 

• 9-11 Report Chapter 5:  Al Qaeda Aims at the Homeland 

• Hostages: Chapter Three – The Insurance Broker. 

• Holder v. Humanitarian Law Project, 561 U.S. 1 (2010) 

• U.S. v. Shibin, 722 F.3d 233 (4th Cir. 2013)(Somali Pirates case).  

 

6. 2/27/23:  Constitutional & Evidentiary Issues 

• 9-11 Report Chapter 6:  From Threat to Threat 

• Hostages: Chapter Four – The Treasury Official. 

• U.S. v. Abdulmuttalab, Order Denying Motion to Suppress (D. Mich. Sept. 16, 2011) 

• U.S. v. Abu Kattalah, Order Denying Motion to Suppress (D.D.C. Aug. 16, 2017) 

 

7. 3/6/23:  Stings and Entrapment 

• 9-11 Report Chapter 7:  The Attack Looms 

• Hostages: Chapter Five – The Aid Workers 

• United States v. Cromitie, 727 F.3d 194 (2d Cir. 2013) 

• “Disarming Viktor Bout,” New Yorker, August 27, 2014 

 

NO CLASS ON 3/13/23 

 

8. 3/20/23:  Terrorists, Enemy Combatants, and Freedom Fighters 

• 9-11 Report Chapter 8:  The System Was Blinking Red 

• Hostages: Chapter Six – The Parents. 

• “Lost in Syria,” New Yorker, Feb. 16, 2015 
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9. 3/27/23:  Separation of Powers and the Role of the Courts 

• 9-11 Report Chapter 9:  Heroism & Horror 

• Hostages:  Epilogue. 

• Hamdi v. Rumsfeld, 542 U.S. 507 (2004) 

• Bin Ali Jaber v. United States, 861 F.3d 241 (D.C. Circ. 2017) 

 

10. 4/3/23:  Domestic Terrorism 

• 9-11 Report Chapter 10:  Wartime 

• Bobby Chesney, Should We Create a Federal Crime of ‘Domestic Terrorism’?, Lawfare 
(August 2019) 

• Mary McCord, Lessons for Countering the Domestic Terrorism Threat 20 Years After 
9/11, Journal of National Security Law & Policy  

 

11. 4/10/23:  Espionage and Great Power Competition   

• 9-11 Report Chapter 11:  Foresight – and Hindsight 

• Espionage Crimes:  18 U.S.C. §§ 793-794;  18 U.S.C. §§ 798 & 1924 

• Remarks by Assistant Attorney General Matt Olsen at GMU Law (Feb. 23, 2022) 

• U.S. Charges More than a Dozen People in China espionage cases (Oct. 24, 2022) 

 

12. 4/17/23:  Student Presentations and The New National Security 

• 9-11 Report Chapter 12:  What to Do?  A Global Strategy 

• The Treasury 2021 Sanctions Review 

• CFIUS Reform Under FIRMMA (Update by Congressional Research Service) 

• Beyond CFIUS & U.S. Export Controls (Client Update) 

 

13. 4/24/23:  Student Presentations 

• 9-11 Report Chapter 13:  How to Do It? A Different Way of Organizing Government 

 

 


